Penn State Health

Privacy Notice
Effective Date: October 1, 2021

NOTICE OF PRIVACY PRACTICES
YOUR INFORMATION. YOUR RIGHTS. OUR
RESPONSIBILITIES.
This notice describes how medical information about you may
be used and disclosed, and how you can get access to this
information. Please review it carefully.

OUR COMMITMENT
Penn State Health understands that information about your
health is personal to you. We are committed to protecting your
medical information in accordance with this Notice, and as
required by federal and state laws.

APPLICABILITY OF THIS NOTICE
This Notice applies to all Penn State Health (PSH) entities and
workforce members, including students and volunteers. You can
learn more about the PSH organization at:
https://www.pennstatehealth.org/
This Notice applies to information created or received by PSH
that describes:
• Your mental or physical health or condition;
• The health care services you receive; or
• The past or future payment for health care services
you receive.
The information described above is known as protected health
information or “PHI”, and is regulated by federal and state laws.
This Notice does not apply to:
• Medical information that is not PHI;
• PSH’s Health Plan or PSH as an employer; and
• Non-PSH medical providers.

JOINT NOTICE
Members of the PSH organization participate in an Organized
Health Care Arrangement (OHCA). OHCA participants may share
your information with each other for joint treatment, payment,
and health care operations. Each member of the OHCA will
use, disclose, maintain, and protect your health information in
accordance with this Notice.

HOW WE USE AND DISCLOSE YOUR PHI
Treatment
PSH may use and disclose your PHI as necessary to provide or
coordinate treatment. This includes sharing your PHI with other
PSH facilities and personnel, or non-PSH health care providers,
agencies or facilities.
For example, doctors, nurses, and other professionals involved in

your care (within and outside of PSH) may use your PHI to refer
you to a specialist, recommend medications or plan a course of
treatment for you.
Health Care Operations
PSH may use and disclose PHI about you to conduct healthcare
operations which may include:
• Disclosing PHI to business associate organizations that
provide specific services to or on behalf of PSH; and
• Disclosing PHI to organizations within the PSH OHCA, as
well as organizations outside of PSH that have a direct
relationship with you in providing you treatment or paying
for our services.
For example, we may disclose PHI to doctors, nurses, technicians,
students, and other PSH workforce members for educational
purposes or to coordinate care.
Payment for Services
We may use and disclose your PHI to obtain payment for our
services, as well as request pre-payment approval for future
services. Disclosure of PHI may be made to health plans,
insurance companies or other third parties that provide payment
and collection services.
For example, we may use and disclose your PHI to your health
insurance provider to ensure that the health care you receive is
billed and paid for appropriately.

OTHER WAYS WE MAY USE OR DISCLOSE
YOUR PHI
Public Health and Safety Activities
We may disclose PHI for public health activities, including:
• To prevent or control disease, injury, or disability;
• To report births and deaths;
• To report child abuse or neglect;
• To report reactions to medications or problems with
products;
• To provide notices about recalls of products;
• To provide notices about a potential exposure to a disease
or risk of contracting or spreading a disease or condition; or
• To notify the appropriate government authority about
suspected abuse, neglect, or domestic violence.
In addition, we may use and disclose PHI:
• To reduce or prevent a serious threat to your health and
safety or the health and safety of others; and
• To authorized organizations participating in disaster relief
efforts.
For example, we may disclose PHI to the American Red Cross to
assist them in responding to a public emergency.
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Research Activities
We may use and disclose your PHI for research purposes, if:
• The researcher receives approval from an Institutional
Review Board (IRB), or a similar committee, that is charged
with protecting the privacy rights and safety of human
subjects in research; or
• You provide us with your written authorization to do so.
In addition, we may use and disclose PHI, without authorization,
to identify patients with specific medical needs that are relevant
to future research initiatives.

In addition, we may use and disclose your PHI to defend or
assert a lawsuit involving your treatment at a PSH facility.

Compliance with the Law
We will disclose your PHI when required to do so by federal,
state, or local law.

Health-Related Benefits and Services
We may use and disclose PHI to inform you of health-related
benefits, services and treatment options offered by PSH. For
example, we may inform you about dietitian services offered by
PSH to help you control Diabetes.

Organ and Tissue Donations
If you are an organ donor, we may disclose your PHI to an organ
donation bank, or organizations that handle organ procurement
or transplantation.
Medical Examiners or Funeral Directors
We may disclose PHI to:
• Coroners or medical examiners to identify a deceased
person, to determine the cause of death, or for other
reasons authorized by law; and
• Funeral directors as necessary to carry out their duties.
Workers’ Compensation
We may disclose PHI to Workers’ Compensation or similar
programs that provide benefits for work-related injuries or
illnesses.
Occupational Health and Safety
We may disclose PHI to your employer when we have provided
screenings and health care at their request for occupational
health and safety.
Law Enforcement
We may disclose PHI for law enforcement purposes or to a law
enforcement official as authorized or required by law.
In Response to Other Government Requests
We may disclose PHI as required in these special circumstances:
• To military command authorities if you are a member of the
armed forces;
• To the appropriate foreign military authority if you are
foreign military personnel;
• To authorized federal officials for intelligence or
counterintelligence activities;
• To authorized officials to protect the President of the United
States or other domestic and foreign authorities; or
• For purposes of conducting special investigations or activities
as authorized by law.

Health Information Exchanges
We may use, disclose or obtain PHI electronically through Health
Information Exchanges (HIEs). You may choose not to participate
in HIEs by submitting an opt-out form to the registration staff
assisting you during your visit at PSH, or by contacting PSH
Health Information Management using the contact information
at the bottom of this Notice.

Prevention of Harm
We may use and disclose PHI to prevent a serious and imminent
threat to a person or the public.
The Food & Drug Administration
We may disclose PHI to the FDA if it relates to the agency’s
oversite of food, supplements, pharmaceuticals, and products, or
as needed to enable product recalls, repairs or replacements.
Fundraising Activities
We may use PHI to contact you to seek voluntary donations
or participation in activities to support the charitable missions
of PSH. This includes disclosing limited PHI to The Pennsylvania
State University, which helps PSH seek charitable donations on
behalf of PSH.
If we use or disclose your PHI for fundraising activities, you will
be given the choice to opt-out of future activities, which will be
further explained to you within the fundraising communication
you receive.
PSH Hospital Directory
We may include certain limited information about you in the
hospital directory while you are a patient at one of our facilities.
• Directory information may include your name, location in
the facility, your general condition (such as “fair,” “serious,”
“critical” etc.), and your religious affiliation.
• We may release directory information about you to
people who ask for you by name, except for your religious
affiliation.
• Your religious affiliation may be given to members of the
clergy.
• You have the right to restrict the release of any part or
all of this directory information, or you may request that
your admission to PSH remain confidential by conveying
this request to the PSH workforce members providing you
service. If you request an admission to remain confidential,
callers and visitors will not be told you are a patient.

Legal Requests
We may disclose your PHI in response to:
• A court or administrative order.
• A subpoena, discovery request or; other lawful process.
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Individuals Involved in Your Care
As long as you do not object, we may release PHI about you
to a friend or family member who is involved in your medical
care, such as a family member picking up a prescription on your
behalf.

You may also access portions of your health information using
the PSH patient portal. You can ask the registration staff
assisting you during your visit to help you set up a patient portal
account, or you can contact Health Information Management by
using the contact information at the bottom of this Notice.

Health Oversight Activities
We may disclose your PHI to health oversight agencies for
activities authorized by law, such as audits, investigations, and
inspections. These activities are necessary for the government to
monitor the health care system, government programs, and our
compliance with laws.

Request an Amendment to Your Medical Record
If you believe that PHI about you is not correct or is incomplete,
you may request that we amend your PHI.
• You must submit your request in writing to either the
Privacy Office or Health Information Management using the
contact information at the bottom of this Notice.
• Within the request you must describe the reason(s) you
believe your PHI is incorrect or incomplete.
We may deny your request for one or more of the following
reasons:
• If the PHI was not created by us, unless the person or entity
that created the information is no longer available to make
the amendment;
• If the PHI is not part of the record kept by or for PSH;
• If the PHI is not part of information which you would be
permitted to inspect and obtain; or
• If the PHI is accurate and complete.

Inmates
We may disclose your PHI to a correctional institution or law
enforcement official if you are an inmate of the correctional
institution or under the custody of a law enforcement official.

USES AND DISCLOSURES THAT NEED YOUR
AUTHORIZATION
Except as described in this Notice, or as otherwise permitted
or required by law, we will not use or disclose your PHI for any
other purpose unless you have authorized us to do so in writing.
In particular, a signed authorization is required for the following:
• Uses and disclosures for marketing purposes;
• Most uses and disclosures of psychotherapy notes;
• Disclosures that constitute the sale of PHI; and
• Uses and disclosures for certain research protocols.
If you provide us an authorization to use or disclose your PHI,
you may revoke (withdraw) it at any time in writing. However,
we cannot reverse any disclosures previously made with your
authorization. The document you sign will describe how you
may withdraw your authorization. Your revocation of or refusal
to grant an authorization will not affect the care you receive
from PSH, but may preclude you from participating in special
programs that involve the use and disclosure your PHI in a
manner that requires your authorization.

YOUR RIGHTS
This section explains your rights and our responsibilities to help
you exercise those rights.
Inspect and Obtain an Electronic or Paper Copy of Your
Medical Record
With certain exceptions, you have the right to inspect and obtain
a copy of your medical record containing PHI.
• To inspect and obtain a copy of your medical record, you
can contact PSH’s Health Information Management using
the contact information at the bottom of this Notice.
• We may charge a reasonable fee for the costs of copying,
mailing, or other supplies associated with your request.
• We may deny your request to inspect and obtain a copy of
your information in certain limited circumstances, and will
notify you in writing of such decision. We will further advise
whether and how you can request to have this decision
reviewed.

Request Confidential Communications
You have the right to request that we communicate with you
or provide you information in a particular way, such as using a
specified phone number or using an alternate mailing address.
• You must make this request in writing at the PSH facility
you are visiting, or by contacting the Privacy Office using the
contact information at the bottom of this Notice.
• We will accommodate any reasonable requests made by
you.
Request Restrictions on How We Use Your PHI
You have the right to request a restriction or limitation on how
we may use or disclose PHI with respect to treatment, payment,
or healthcare operations.
• We are not required to agree to your request, except if you
request that we not disclose PHI to your health plan that
involves healthcare for which you have paid PSH in full in
accordance with PSH’s billing practices. You must inform
the registration staff of this request at the time of service.
• All other restrictions must be submitted in writing to the
Privacy Office using the contact information at the bottom
of this Notice.
• Within the request, you must state:
• What information you want to limit;
• Whether you want to limit our use, disclosure, or both;
and
• To whom you want the limits to apply.
Ask For an Accounting of Certain PHI Disclosures
You have the right to receive an accounting of how PSH made
certain disclosures of your PHI. This right does not include
disclosures made for purposes of treatment, payment, and
healthcare operations, or other limited exceptions.
• You must submit your request in writing to the Privacy
Office by using the contact information on the last page
of this Notice.
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• You must include the dates that you would like the
accounting to include. The accounting may only include
disclosures made during the six (6) years prior to the date
you submit a request.
• The first request during any twelve (12) calendar month
period is free. You will be charged a reasonable cost-based
fee for each subsequent request you submit within the
same twelve (12) month period.
• You may obtain an accounting request form from Privacy
Office by using the contact information at the bottom of
this Notice.
Identify a Personal Representative
If you have given someone the legal authority to exercise your
rights and choices related to your PHI, we will honor their
requests once we verify their authority.
File a Complaint if You Feel Your Rights Are Violated
If you believe your privacy rights have been violated, you may:
• File a complaint with the Privacy Office by:
• Emailing us at Privacy@pennstatehealth.psu.edu;
• Calling us at (717) 531-2081; or
• Writing to us at P.O. Box 850, Mail Code: CA133,
Hershey, PA 17033.
• File a complaint with the Secretary of the Department of
Health and Human Services by visiting:
www.hhs.gov/hipaa/filing-a-complaint/
We will not retaliate against you for filing a complaint.
Pennsylvania Law
Pennsylvania law may further limit how we use or share your
medical information, including the release of medical records,
HIV-related records, records of alcohol or substance use disorder,
inpatient mental health records and mandatory outpatient
mental health treatment records. If Pennsylvania law applies
to your medical information, we will use and disclose your
information in compliance with these more restrictive laws.

OUR RESPONSIBILITIES
The following are our responsibilities with respect to your PHI:
• We are required by law to maintain the privacy and security
of your PHI;
• We will let you know if a breach occurs that has
compromised the privacy or security of your PHI; We
will follow the duties and privacy practices described
in this Notice;
• We will provide you a copy of this Notice; and
• We will not use or share your PHI other than as described in
this Notice or as permitted by law unless you authorize us to
do so writing.
For more information see:
www.hhs.gov/ocr/privacy/hipaa/understanding/
consumers/noticepp.html

CHANGES TO THIS NOTICE
We review our privacy practices from time to time. As such, we
reserve the right to make changes to this Notice at any time.
Any changes will become effective for all PHI in the possession
of PSH, even if created or received before such changes. Before
we make a material change in our privacy practices, we will
change this Notice and post a copy of the current Notice at our
facilities. The Notice will contain the effective date.

RECEIVE A COPY OF THIS NOTICE
You have the right to receive a paper copy of this Notice. You
may ask for a copy of this Notice at any time. Copies of this
Notice will be available at any PSH facility, or by contacting the
PSH Privacy Office using the contact information at the bottom
of this Notice.
You may also obtain an electronic copy at:
http://pennstatehealth.org/privacy-legal-notices

QUESTIONS
If you have any questions about this Notice, please contact our
Privacy Office by using the contact information below.

IMPORTANT CONTACT INFORMATION
Office of Cybersecurity and Privacy
P.O. Box 850, Mail Code: CA133
Hershey, PA 17033-0850
(717) 531-2081
Privacy@pennstatehealth.psu.edu
Health Information Management
P.O. Box 850, Mail Code: HU24
Hershey, PA 17033-0850
(717) 531-3798
HIMleadership@pennstatehealth.psu.edu

POR FAVOR SOLICITE UNA COPIA EN ESPAÑOL
DE ESTE AVISO DE PRIVACIDAD A SU
REPRESENTANTE DE ADMISIONES DE PSH.
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